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Abstract

Research in distributed databases has focused on optimizing the performance of
reads, writes, latency, isolation levels, and throughput. Over time we have seen
successful advances that push the limits of overall system performance. However, in
this field, researchers have mostly explored use-cases stemming from finance, social
media, ecommerce, and banking. There are fewer publications which consider military
operations and the unique requirements for distributed databases in this context. It
follows that optimizing distributed military databases, along the lines of research
supporting non-military use-cases, may in fact lead to worse system performance. In
these cases, a “deoptimized” database may perform better.

This paper presents a use-case for testing the performance of a distributed
military database. This use-case focuses on collecting intelligence and destroying
identified targets. Exploring this use-case will allow us to reinforce three main ideas.
First, we offer engineers and distributed military database designers concrete
performance metrics for their system. Second, we provide a framework for testing and
evaluating a distributed military database. The data we gather over multiple wargame
simulations will demonstrate isolation levels above READ COMMITTED are associated
with a 39-121 percent increase in tactical latency, measured as the average time
difference between when a reconnaissance sensor creates data and when a frontline
tactical unit accesses that data. Higher isolation levels are also associated with longer
times to destroy targets and more targets surviving to the end of the simulation. Lastly,
this paper offers new terms, concepts, and variables to consider for future testing of

distributed military databases.
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Introduction

Distributed databases are amature technology which have substantially impacted our
everyday lives. Anyone who has sent a “status update” from their phone, checked their bank account
balance, or bought a new pair of shoes from a website has indirectly touched a distributed
database even though the systemislargelytransparent. Because we derive somuch utility from
distributed databases, there isa strong incentive for researchersto continue developingnew
algorithmstobetterread, write,and organize data.

Take,forexample, three paperswhich have been publishedinthelastfour years. Each marksa
progressive step forwardinterms of pushing the boundaries of performance and offering higher level
of privacy to clients. In 2021, Konwar, Lloyd, Lu, and Lynch [3] built out the framework for the
SNOW theorem of optimized reads. They successfully demonstrate an algorithm, incorporating
SNOW, that provides better database stability across the spectrum of isolation levels. Liu,
Multazzu, Wei, and Basin [4] continue this research three years later. Their innovation was to apply
a similar methodology, but this time, to optimize writes. Their contribution was to develop an
improved algorithm, NOC2, that manages better latency and throughput with isolation levels that
exceed the industry standard of READ COMMITTED. Lastly, in 2025, Eloul, Satsangi, Zhu,
Amer, Papadopoulos, and Pistoia [1], with backing from JP Morgan Chase, further evolved
distributed ledger technology in distributed databases. They examine optimized blockchain
transactions that maintain privacy between the various clients while maintaining isolation levels
above READ COMMITTED.

These examples constitute three very powerful datapoints in the trajectory ofresearch.
Inallthesepapers, theresearchersdescribethebenefitstheir methodologies could bring to modern day

use-cases. Thisincludes banking, social media,ecommerce, andfinance. Infact, the researchersuse
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realworld examplesfromtheseindustriestodescribe howtheirmethodologiesworkand explainthe
process bywhichtheiralgorithms execute database transactions.

Despite this success, we must keep in mind that state-of-the-art for one use-case, suchas
banking or social media, is notnecessarily state-of-the-art foranother. The goal ofthis paperisto
considerdistributed databases for military operations, a use-case which has received demonstrably
less research attentionthanits peers. Our goalisto offer newways to examine system
performance, mission outcomes, and other prominent features for a distributed military database.
Thisisimportantto ensure researchers develop better methods that also benefit less prominent,
but still incredibly important, industries.

This paper focuses specifically onisolation levels as our variable of interest: READ
COMMITTED, REPEATABLE READ, and SERIALIZABLE (described in the next section).
Thisisadeliberate choice asthe ‘drumbeat’ ofresearchindistributed databasesseemstofocus on
achieving higher and higher isolation levels while offering similar similar performance interms of
latency, throughput, and reliability. This is clear in the massive proliferation of acronyms around
algorithms that deliver higher and higher isolation levels: LORA,RAMP,NOC, NOC2, Eiger, Eiger-
PORT, etal. However, our research willdemonstrate that, in a simple military use-case, higher
isolation levels can inhibit performance. Stated differently, applying a higher isolation level, which
remains the goal for so many researchers, canlead to a suboptimal outcome.

Thefindingsinthis paper will show, empirically, the tradeoff between system performance
in a distributed military database and the application of higherisolation levels. There are distinct
research benefits from such an approach. First, we offer quantifiable performance metrics to
engineers designing databasesformilitary customers. Second, we presentaframework for testing

and evaluating a distributed military database. Lastly, this paper introducesnewterms, concepts, and
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variablesthatofferaroadmapforfuture research in military use-cases.
Isolation Levels in Distributed Databases

Before diving into our experimental set-up, it is helpful to consider isolation levels and the
original problems data scientists intended to solve with them. A distributed database is a
database where the information is spread across many different physical locations. Typically,
these locations correspond with the servers that are storing the data. For example, when you
update a social media website, your comment or post most likely updates a forward ‘edge’ server,
the shared computer resource or data center physically closest to your location. When time and
resources are optimal, the edge server will populate your update with the main server and the
other edge databases, effectively making your post readable to everyone in all locations.

An isolation level is the framework of rules regarding how data can be accessed or
modified in a distributed database. These rules define the steps a system will follow to control
how users interact with the data. A basic example is the idea of a bank ledger. Imagine a
customer with 100 dollars in a checking account. He carries out two transactions: (1) a deposit of
another 100 dollars and, moments later, (2) a purchase of groceries for 150 dollars. Even in this
simple scenario, the isolation level the bank database uses could lead to different outcomes. For

example, with a READ COMMITTED isolation level, there is a good chance the grocery purchase

would go through because the bank could see the added money in the account before the deposit
transaction in the database completes, meaning the funds are available for the groceries.
However, this outcome would not be guaranteed if the bank transaction took place under a
SERIALIZABLE isolation level. Here, if the distributed database sees the attempted purchase

before the deposit transaction completes, the funds would not be available. REPEATABLE READ

guarantees every read of a database row in a transaction is the same, but new rows that meet a
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query condition can still appear. So, if the customer uses his mobile app to check his account
balance as he is making the 150-dollar grocery purchase under REPEATABLE READ, he sees a
200-dollar balance but the new grocery purchase still appears as a recent transaction. In general,
higher isolation levels correspond with tighter locks on updating and/or reading data from tables in
a distributed database. Lower isolation levels loosen these restrictions. For an isolation level like
READ COMMITTED, you can read from a database table while a user is simultaneously updating
it in a transaction.

Designers of distributed databases typically prefer higher isolation levels. They create
long-term stability in the system, which is critical for sectors such as banking or finance. Higher
isolation levels can also create more convergence. This makes reading comments in a message
post or on a social media site easier to replicate across different servers. Therefore, research
strongly incentivizes achieving higher isolation levels while minimizing the associated slowdown in
system performance.

However, as we will explore in this paper, the military may not always be interested in
stability or convergence. Imagine a satellite or some other unit that just acquired mission-critical
intelligence. Would a commander really want this satellite “waiting” on all the earlier transactions
to complete before it could update the database with the important information (which is exactly
what a higher isolation level would do)? Military use-cases diverge from their civilian counterparts
most noticeably in this regard. Commanders prioritize both their intelligence feeds and their
operations, meaning they want some transactions to take precedence over others.

More importantly, researchers must consider the tradeoffs they make for these higher
isolation levels to be possible. Reconsider the paper by Liu, Multazzu, Wei and Basin. For their

NOC2 algorithm to achieve the results that it did, one of the constraints they applied was
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maintaining constant size metadata in their distributed database [3]. Is this a constraint a military
commander would accept? No, probably not. Consider a modern-day theater of military
operations. Initially, before forces build up, smaller units can operate on a distributed database
with a relatively small metadata size. However, as units build up in size and scale (and foreign
militaries contribute with their forces as well), metadata size on transactions would invariably
grow. This means the NOC2 algorithm does not necessarily help the military commander. Once
again, in instances such as these, this paper playfully suggests that “de-optimizing,” and
eschewing some of the more cutting-edge features of a distributed database, may lead to a better
outcome.

Defining a Military Use-Case

Military operations are a broad professional domain with their own set of expertsand
practitioners. There are processes for strategy, planning, intelligence collection, orders production,
logistics, targeting, and communication. Therefore, codifying a military use-case is animprecise
undertaking. Because no single use-case can encompassallthese tasks, any effort willinvariably
omit some dimension of a true military operation. However, to achieve a basic system we can
reliably test, our military use-case focuses on intelligence collection and targeting.

We build our military use-case around an operation where a commander isresponsible for
surveilling and destroying enemytargetsinthree assignedareas. Toaccomplishthistask, the
commanderhas sensorsandactuators. Sensors perform areconnaissance role. They monitor a
geographic sector, observe some facet of the physical state (i.e. terrain, electromagnetic signals,
weather, enemy troop movements, etc.), report this information to a higherheadquarters,and
nominatetargetsfordestruction. Actuatorsarethe consumers of thisgathered intelligence. Theyrely

onreportsfromsensorsto understand the battlefield and, with proper authorization, destroy identified
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targets. Sensors and actuators operate at the lowest, tactical level of the use-case, which is where
combat takes place. Asahelpful visualization, you canimagine our sensors and actuators as
satellites and fighter jets, respectively.

Above the tacticallevel of our use-case, three forward edge databases compile all the
information the sensors gather. Each of the three areas as- signedtothe commander possesses
its own edge database. Onlytactical units (i.e. sensors and actuators) assigned to that area can
reportdirectly to andupdatethat edge database. However,tosuccessfullybuildaviewofthe
entire battlefield, a database manager (one per area) acts as a gateway between the different areas.
The database manager reads information from the other edge databases and usesthisto update
histables. Thisis howthe system distributesintelligence betweenthe variousareaswhilelimiting
damage should one of the databases become compromised. In total, there are four tables in each
database:

(1) Report Table (compiles the raw information the sensors report),

(2) View Table (stores tactical metadata from each sensor report),

(3) Target Table (tracks the total number of identified targets in each sector),

(4) Permissions Table (stores the number of targets in each sector where the commander
hasreviewedtheintelligence and approved atargetfor destruction).

At the highest level, the overall mission commander sits atop the hierarchyof unitsand data.
The commander possessesastrategic level database thataggregatesalltheinformationfrom the
edge databases, thereby giving the commander the most-up-to-date perspective of the battlefield.
This organization mirrors both how a joint task force would organize for war, and it also mirrors
how most industries (banking, social media, etc.) structure their database array for service

provision. The commander’s role is to look for new targets in the Target Table. After reviewing
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all the relevantinformation in the View and Target Tables, the commander gives her authorization
to destroy atarget. She achieves this by incrementing the number of permissions in the pertinent
sector andarea. This information populates downward to the edge databases, wherethe actuator
canobservethe committed update. Again, adatabase manager acts as the gateway to the
highest-level database as a safeguard against system compromise or corruption.

To simplify the simulation, the distributed database only tracks the number of total
targets in each sector of an area and the total number of permissions the commander has
given to destroy those targets. So, if there are five targets in a sector, but only four
corresponding permissions, the commander has not cleared a fifth target for destruction and
the actuator cannot engage that target. The system makes no distinction between targets,

and this was a deliberate choice to simplify the implementation’s design.

Commander & Main Server:

Edge Databases
& Gateways:

Tactical Level
Units (Sensors,
Actuators, &
Targets)

Figure 1: The Military Use-Case
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Wealso considerthe spatial dimensions of amilitary use-case. Weapply a conservative
estimate that sensors and actuators operate ata distance no less than 2,000 miles from the edge
database they update. Furthermore, we assume the main server/strategic database is another
4,000 miles away. Thisimplies6,000 milesbetweenfrontlinetactical unitsandthe strategic
headquarterswhichcommandsthem. Thesedistancesadheretoplanning considerations within the
U.S. military doctrine of force projection, as presentedin Departmentof Defense Publication 3-0: Joint
Operations [2].Figure 1is aphysical rendering to help visualize the sensors, actuators, databases,
gateways, and targets.

Nowthatwe have established a specific military use-case foradistributed database, the next
stepisto build metrics aroundits performance. Todo this, the primary studentresearcherofthis
paperinterviewed Brigadier General (BG) Paul Sellars, Commander, Washington Army National
Guard. BG Sellarsinterpretedthisuse-case asrepresentative of atypical missionsetbelongingtoa
Division-level Joint Task Force (JTF). Thisis alevel of military echelon he has experience
commanding. Weasked him, “Given the database systemandtheoperationalrequirementswehave
justdescribed, pleasetellus youroverallprioritiesand howyouwould evaluate thisdistributed
database’s performance.” BG responded unequivocally. As the commander, his three metrics
would be [6]:

(1) Timeliness of Intelligence Reports (Tactical Latency)- the time in seconds measured
between when a sensor makes an observation (i.e., rendersan intelligence report) and when this
data becomes available to a frontline unit. Forfuture reference, we introduce the term “tactical latency”
to describe this measurement and differentiate it from overall system latency.

(2) Timeto Target Destruction (T2D)-the time, measured in seconds, fromwhenasensor

firstidentifies atarget, throughthe commander’s approval for destruction, to when the actuator
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receives authorization and destroys the target. We will use the term T2D as shorthand for this
metric.

(3) Number of Missed Targets (NMT)- In experimentation or testing of systemdesign, BG
Sellars would wantto knowifand how many targets the systemallowed toescape. Heinterprets
more missedtargets as degraded system performance.

Use-Case Implementation

With a clearly defined use-case, the next stepisto build outthe technicalimplementation. For
databases, we use Postgresql ver 17.4 with each database possessing the four tables described in
the previous section. The database atthe strategic level serves the role of the main server, while
we consider the mid- level databases as forward edge servers. The database managers/gateways
arepythonscriptsthatareresponsiblefortheirspecificarea. We name our areas A, B, and C. Each
area has two sectors, Sector 1 and Sector 2. Therefore, we have six total sectors, four total
databases, and four total database managers.

Our sensors and actuators are also python scripts. We assign two sensors to an area, and
they share responsibility for surveilling each sector in that area. We also assign two actuators to
eacharea, butunlike the sensors, each actuator is responsible for a single sector. Thisis in keeping
with our earlier visualization that satellites are wider ranging than aircraft which operate within
smaller geographical areas. There are six total sensors and six total actuators, which is the
maximum number of python scripts our database infrastructure can support.

Tocreate the distances the data must travel, we deploy three Amazon AWS T2. Micro
Instances. Eachinstance possesses 1 virtual CPU consisting of a 2.5 GHz Intel Xeon Family
processor, 1 GiB of memory, and 30 GiB of storage. Our sensor and actuator scripts each run

inside theirownindividual Docker container onthetactical T2 instance. Thetacticalinstanceis

10

https://digitalcommons.tacoma.uw.edu/access/vol9/iss1/8 10



Coughran: De-Optimizing Distributed Databases for a Military Use Case

virtualized on a server farm in Ohio, United States (AmazonRegion US-East-2). The second
instancerepresentsouredge server. Thisinstance runs on a server farmin Oregon, United States
(Amazon Region US-West-2). The three edge databases and the database managers each run
inside of their own Docker containers as well. Lastly, atthe strategic level, we virtualize our
instance in London, United Kingdom (Amazon Region EU-West-2). Once again, our strategic
database and our strategic database managereachrunintheirownindividual Docker container.
The system of containers and python scripts codifies the reporting rules inherentto our
military use-case. Sensors can only populate columnsinthe Report, View, and Target Tables that
correspondto theirareas. Forexample, a Sensorin Area B canonly updatethe B Columninthe
Report, View, and Target Table of the Area B database. The Area B database manager updates the
remaining columns by reading from the other databases (Aand C). (Note: Itis helpful to think of
database columns A, B, and C as corresponding to Areasanddatabase rows(1and2)
correspondingto Sectorswithinthat Area. Forshorthand, “B2” refers to Area B Sector 2.) Each
Area hasits share of the overallintelligence picture and database managers pull from other areas to
ensure ithas the complete view of the battlefield. The database managers repeatedly update
information fromthe other two databases, agnostic to any of the data it might possess. We offer
Figure 2 as a visualization of the interaction of reads and writes on database transactions. At the
strategic level, the database manager is essentiallyreading from each of the edge databases and
using that data to construct the main server. Itreadsthe A columnfromallthe tablesin Area A,
the B Columnfromallthetablesin AreaB, andthe C columnfromallthetables in Area C. This
follows the idea that, whenever possible, we wantto read dataandintelligence directly from the
sectorwhere it was created. Additionally, the strategic database manager updates the permission

tables when it sees anew target. Eachareacorresponds with a column and each sector

11
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corresponds with a row in each table. When the number of targets in a given row and
column is greater in the Target Table than the Permission Table, this means a new
target has entered that sector. As a system constraint, the strategic database manager can only
increment the Permission Table by 1 in a single transaction. This creates a formal transaction
costtosimulatetheideathatthe commanderandher staffwould needtimetoprocessthetarget
intelligence beforeauthorizingitsdestruction. Therefore, they must focus on one target at a

time.

¢

Strategic
DB Manager
)

READ & Area B DB

Area ADB

WRITE R Area A
Edge
‘rean DB Manager

Sensor

Area C DB
Sensor

oy
A Actuator

Actuator

Figure 2: DataDistribution

Simulated by apythonscript, sensors performtwotasks. First, they check one of thetwo
sectorsintheirareafortargets. The scriptrandomizesthe specific sector they surveil with an
equal 50 percent probability. This is to create a level of variability that could correspond in
real life to different weather conditions or cloud cover that may prevent effective

intelligence collection of a given sector. Specifically, the sensor reads a text file that tells

12
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how many total targets have presented themselves in that sector thus far into the simulation. Each
text file isnamed forits areaand sector, i.e., Al.txt, A2.txt, B1.txt, etc. Ifasensor “sees” a new
target in this text file (i.e., the number of targets has incremented since its last observation), it
updates the Target Table within its assigned database. The second task sensors performis
updating the Report and View Tables. We simulate anintelligence reportfrom asensorasa?2 MB
transmission of plaintext from the sensor to the respective column and row ofthatsector. The View
Tablerepresentsthe tactical metadataofthis report. The View Table gives atimestamp (in
seconds since the Epoch) of whenthe Report Table waslastupdated. Intotal, the sensors’
behavioris arepeatingloop: Checkfornewtargets, reportnewintelligence, andthen repeat.

Simulated by a script, actuators perform a role both in the wargame simulation and the
implementation itself. This was necessary to preserve memory because the T2 instance could only
support so many containers running individual scripts. Inthe simulation, actuatorsactasthe
ultimate consumers ofthe intelligence collected by the sensors. They pull tactical metadata from
the View Table of their respective database (i.e., Actuator A2 pulls from the A database) to gain
situational awareness across the entire battlefield. This includes all six sectors across the three
areas. Each time the actuator pulls this data, it will measure the tactical latency of the
information by comparingitto the currenttime. This allows the actuator to calculate on average
howstale theintelligence is, per sectoracross the sixsectors (See Figure 3).

num of sectors

im1 current time — time stamp of tactical metadata;

Tactical Latency =
< number of sectors

Figure 3: Calculating Tactical Latency

13
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Interms oftargeting, actuatorsalso playanimplementationroletointroduce newtargetsto
the sector. They accomplishthisbyreadingfroma textfile named “script.txt.” (Note, thisis ascript
inthe sense of whathappensinatheater performance and notascriptinterms ofaprogramming
executable.) In each script, there is a row corresponding to each sector. Actuator’s follow the script

to know when a new target has entered the sector. Consider the script in Figure 4 as anexample:

script.txt

Figure 4: Script for 20 Percent Target Probability

The actuator in A2 understands that in the simulation, two total targets will enter its sector.
Each column represents one time interval that we set in the simulation’s initialization. So, in this
specific example, if each interval is setto 15seconds,anewtargetenters sector A2 atthe 30 second
markand the 4 minute 45 second mark. The actuator addsthe additional target by updating the
text file associated with its sector. Inthis example itmeans that atthe 30 second mark, Actuator
A2 updatesthetextfile A2.txtfrom “0”to “1” indicating one total target in that sector. This makes
the target “observable” to sensors. Atthe 4 minutes and 45 second mark, Actuator A2 updatesthe
textfile A2.txtfrom “1”to “2.” Actuators record exactly when they have updated the text file for
each new target.

In addition to introducing the new targets, actuators pull data from the Permissions table to

determine when the commander has authorized a target for destruction. Inthis manner, because
14
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they know when the target wasintroducedto the sector, and exactly whenthey readthe
destruction authorization from the Permission Table, Actuators can effectively measure howlongit
took to destroy atarget. Tosummarize, actuators performtwo tasks in a constantloop. First, they
update their view of the battlefield by pulling tactical metadata from the View Table of their
assigned database. Second, they checkthe Permissions Table of their database to see if any new
targets are authorized for destruction.

Inourexperimentation, we generated three scripts. Thefirstscriptrepresents a 20 percent
probability for each interval that a new target will enter a sector. So, in Figure 4 and reading across for
sector A2, ateachintervalthere was a 20 percentlikelihood ofatarget (“T”) and an 80 percent
probability for no target (“.”) in each column. We randomly generated scripts at 20, 30, and 40
percent probability levels to increase the load on our simulation. However, once the script is built
for that probability level, we reuse it in experimentation for consistency across the different
isolation levels.

Atthe end of each simulation, the actuators generate a simulation report to provide data for
our analysis. They calculate, on average and across the entire simulation, the tactical latency of
the intelligence reports when they pull metadata from the View Table. They also calculate the
average of howmuchtime elapsed between atarget entering the sector and when they observe
authorization to destroy itin the Permissions Table. Lastly, our actuatorsreporthowmanytargets
survivedthe simulation. Soiffourtargets enter sector B2, but Actuator B2 only observes authorization
to destroy two, this means thattwo targets have survived and this is the only consideration for a
target’s survival. Atthe end ofthe simulation, a shortscriptcompilesandaveragesthese
readoutsacrossallthesectors.

One important note here is that our experimentation focuses only on the speed by which

15
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datatravelsinthe simulation. In otherwords, inreal life, there are sure to be human and other
transactional costs in how the data is processed. The commander may need time to deliberate
over an intelligence report with his staff, or a pilot may need time to physically fly somewhere
after hereceives an order to destroy atarget. Regardless, we ignorethese extracostsinterms of
time andlatency byassumingallsuch factors to be zero. This allows us to effectively measure
the speed of data transmission specificonlytothe use case’stechnicalimplementation. Figure 5is a

representation of data flow in the overall implementation.

Database managers exchange information so that data is available to all units
across the battlefield. The Strategic Database Manager controls the Permissions
table. Itincrements the Permissions Table when it sees there are more targets
than permissions, thus authorizing a target for strike. This information then
propagates downward.

Target  fee
AWST2 -

eu-west- InIelliﬁEh Permissions f
2

AWSTZ
us-west-

Intell

* Metadata (Time Stamp) of Intelligence Report
Target 0002 View* TTTT [ Target D002

Permissions ggo 1

Permissions gg g1

Permissions g0

x

(=1}
AWS T2 (s) (S) (S)
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Actuators pull the View and Permissions Table from their
respective edge database. In the simulation, they compare the
metadata (timestamp) in the View table with the current time to
determine the data’s latency. They also record how long targets
in their area were present before permission to strike propagated

(A) Actuator.py
(S) Sensor.py

(B) Script_Builder.py
i (R) Report_Reader.py
xt

Database_Manager.py

D% downward. The simulation penalizes “backwards reporting,” i.e.,
Python Postgresql Strat DB Manager.py an updated View that goes backwards in time. At the end of the
(R) simulation, actuators summarize these results in a text file. (R)

Simulation_Report.py summarizes results across the simulation.

Figure 5: Implementation Data Flow
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Evaluation

In our experimentation, we repeatedly rana 300 second simulation (20 total 15second
intervals)while varyingtheisolation level of database transactions and target probability. We
repeated each experiment until we could reliably reproduce the optimal outcome for a given
isolation level and target probability. The results presented in Figure 6 represent the best
performing simulation. In other words, we report the simulation results that yielded the best (least)
tactical latency, T2D, and NMT. Itis necessary to present the data in this manner because of the
variability ofnetwork conditionsacrossthethreedifferentAWSinstances. During simulations, we had
to contend with periods of high network traffic, system maintenance, and breakdowns in our ssh
connections. The results could change based onthe time of day we carried out the simulation or if
thenetworkwascarryingaheavyload. However,itbecameclearthateach simulation had an

optimal resultata givenisolation level and target probability.

Average Tactical Latency in Seconds Number of Missed Targets

180 =

120
100 ///\ ©
80

Low (20%) Target Med (30%) Target High [40%) Target Low (20%) Target Med (30%) Target High (40%) Target
Probability Probability Probability Probability Probability Probability
= Read Committed ———=Repeatable Read Serializable ——Read Committed =——Repeatable Read Serializable

Average Time to Target Destruction in Seconds

Low (20%) Target Med (30%) Target High (40%) Target
Probability Probability Probability

——Read Committed -———Repeatable Read Serializable

Figure 6: Results
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This meant that no matter how many times we ran the simulation, the best results for a
given isolation level and target probability were repeatable within 1 or2 seconds of each other. We
could reliably identify the optimal resultin four or five simulation runs taking place between the
hours of 3PM and 6PM Pacific Standard Time on weekdays.

The results confirmed our initial hypothesis: higher isolation levels lead to reduced system
performance in terms of tactical latency, T2D, and NMT. Moving to a higher isolation level beyond
READ COMMITTED can lead toatmosta 121 percentincrease intacticallatency athightarget
probability, and atleasta 39 percentincrease at medium target probability. Higherisolation levels are
also generally associated with more missed targets and a longer time to target destruction.

These results make sense based on how Postgresql manages transactions. READ
COMMITTED transactions only allow a user to see data that has been saved by others. However, if
data is saved over while a user is reading it, then the user will read the updated data. REPEATABLE
READ only lets you see the same data for the entire transaction; if data changes during your read
transaction, the user only sees only the original snapshot. Lastly, SERIALIZABLE blocks all data
updates until the transaction(s) using that data are finished. It is the strongest form of control.

In our experiment, consider an actuator that is reading tactical metadata from its View
Table. Aftertheactuatorbeginsthetransaction, READ COMMITTED allows updatestothetable
while the actuator is still reading. Athigherisolation levels, the initial snapshotis constant. Sowhile
more up-to-date intelligence may be available and indeed committed to the table, atisolation levels
above READ COMMITTED the actuator will still only read intelligence from the initial snapshot.
Thisiseven more pronounced given the limited computational power we have available to carry

outallthe transactions, i.e. one thread as per the T2 Instance constraints [5].

18

https://digitalcommons.tacoma.uw.edu/access/vol9/iss1/8 18



Coughran: De-Optimizing Distributed Databases for a Military Use Case

Intermsoftargeting, the systemagainperformsasexpected. Athigher targetprobabilities,
moretargets survive tothe end ofthe simulation. Again, this occurs because the database manager at
the strategic level can only analyze intelligence and incrementthe permissiontables onetargetata
time. We also see amarginalincrease in NMT at higher isolation levels. We expect this behavior
forreasons previously discussed: higherisolation levels do not allow updates to a table snapshot
in the middle of a read.

One unexpected result in this experiment is in the “Average Time to Target Destruction”
table. We observethatata 30 percenttarget probability,the REPEATABLE READ isolation level
required almost 20 additional seconds to destroy each target. This does not follow our intuition.
Targeting is a function ofthe Targetand Permission Tables. Unlike the Reportand View Tables,
thesetablesdonotcarryalotofdataandarethefastesttoupdate. The relative speed and ease
of these updates suggest we should see a flat plot across the chart. InPostgresql, writes at
isolation levels above READ COMMITTED do incur some additional overhead. This includes
checks for commit conflicts, serialization errors, and other anomalies. However, once again, the
transactions under targeting are so simple that none of these problems should arise, meaning the
extra steps are a small additional expenditure of computational time. So while we might see slightly
elevated levels of T2D at higherisolation levels, we expect results being within afew seconds of
each other and not as pronounced as the 20 second departure. This suggests that, despite
numerous attempts to limit the impact, there was likely some additional noise or network traffic in
one of our instances when we ran the simulation for REPEATABLE READ at 30 percent target

probability.
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Limitations

At this point, it is helpful to identify the clear limitations inherent to this research. We have
chosen a very specific military use-case for our experimental design. There may be different
military use-cases where a more traditional distributed database with read and write algorithms
incorporating higher isolation levels is more appropriate. This could be the case for a logistics
database where military planners must track spare parts and fuel across the battlefield.
Additionally, the military may implement a pay and human resources system where convergence
and stability are the priority. These databases might be good candidates for algorithms like NOC2
and its contemporaries.

However, at its core, this research presents a core function of military operations- acting
on intelligence to destroy targets. The results demonstrate that designing a distributed database
to update and move information quickly has its advantages. Lower isolation levels put intelligence
in the hands of tactical units that can engage the targets faster. And yet, this approach is not
uniformly applicable to all military operations seeking the destruction of targets either. For one,
we have not factored in the “cloud of war.” What happens if one intelligence report conflicts with
another, or one intelligence report has a low level of confidence? Additionally, is a distributed
database the best means of communication with tactical units? Would it be better for the actuator
get their instructions from a radio instead of a database? The intent behind these questions is not
to dismiss or support our results. Rather, it is simply to remind the reader that a system which
works best in one case may lead to limited outcomes to others. Engineers must design their

distributed databases for the specific task at hand.
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Conclusions

Inthe end, the results presented by this paper should notcome as asurprise. Thereis
little novelty to demonstrating the performance advantages of a READ COMMITTED isolation
level. In fact, Postgresql documentation explains the system defaults to READ COMMITTED to
balance overall speed and efficiency. Inthissense, ourfindings are, at best, a form of
incremental research.

However, the true goal of this paperis reminding the research community that what works best
in one use-case is not best for all use-cases. Pushing the boundaries of what is possible for a
distributed database in a social media application may not benefit distributed databases intended
for military operations. Infact, this paper offers precise empirical data for how costly the tradeofftoa
higherisolationlevel can beinterms of system performance. The data suggests this cost can be
quite high, nearly doubling the latency of intelligence reports. Thisisanimportantinsight for
specialists who perform data management for military operations.

The author of this paper acknowledges that there are tremendous limitations to
applicability of this study. First, we have assumed that all sensors are alike and
communicate in a similar manner. In fact, one of the biggest challenges in military systems
is getting all the hardware and software to communicate effectively through common
interfaces. The fact that our sensors and actuators are reading plaintext from in a Postgresq|l
database overlooks challenges such as cryptography (keeping signals secure) and the
different modalities that military units use to communicate. We have also greatly simplified
the number of sensors and actuators to maximize the use of free-tier resources from AWS.
In reality, a single area of operations could see thousands of sensors and even more

actuators. Third, there are clearly other ‘military operations’ where use of higher-level
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isolation levels are appropriate. For our experiment, we reward speed and penalize
accuracy- the main benefit of using a READ COMMITTED isolation level. Many modern-day
systems intelligence systems perform like social media websites. Intelligence collectors
“post” their observations while analysts “comment” on them, creating an open dialogue that
directs the consumers of the intelligence toward a common, shared understanding. This
use-case would require a higher isolation level such as REPEATABLE READ and
SERIALIZABLE.

However, despite these simplifications, this paper still offers a simple, yet effective
framework for implementing and testing a military use-case. Forresearchers with little exposure
to military operations, the guidelines in this paper offer simple concepts such as tactical latency,
target destruction, and number of missed targets as effective performance metrics. Withthe
importantrole distributed databases play in our national defense, we must ensure research pushes

state-of-the-art in this field as well.
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